N

N

A Generalized Attack on Some Variants of the RSA
Cryptosystem
Abderrahmane Nitaj, Yanbin Pan, Joseph Tonien

» To cite this version:

Abderrahmane Nitaj, Yanbin Pan, Joseph Tonien. A Generalized Attack on Some Variants of the
RSA Cryptosystem. 25th International Conference on Selected Areas in Cryptography SAC 2018,
2018, Calgary, Canada. 10.1007/978-3-030-10970-7__19 . hal-02321006

HAL Id: hal-02321006
https://normandie-univ.hal.science/hal-02321006
Submitted on 20 Oct 2019

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://normandie-univ.hal.science/hal-02321006
https://hal.archives-ouvertes.fr

A Generalized Attack on Some Variants of the
RSA Cryptosystem

Abderrahmane Nitaj', Yanbin Pan?*, and Joseph Tonien®
! Laboratoire de Mathématiques Nicolas Oresme
Université de Caen Normandie, France
abderrahmane.nitaj@unicaen.fr
2 Key Laboratory of Mathematics Mechanization, NCMIS, Academy of Mathematics
and Systems Science, Chinese Academy of Sciences
panyanbin@amss.ac.cn
3 School of Computing and Information Technology University of Wollongong,
Australia
joseph.tonien@uow.edu.au

Abstract. Let N = pg be an RSA modulus with unknown factoriza-
tion. The RSA cryptosystem can be attacked by using the key equation
ed—k(p—1)(¢—1) = 1. Similarly, some variants of RSA, such as RSA com-
bined with singular elliptic curves, LUC and RSA with Gaussian primes
can be attacked by using the key equation ed—k (p* — 1) (¢° —1) = 1.In
this paper, we consider the more general equation eu— (p2 — 1) (q2 - 1) V=
w and present a new attack that finds the prime factors p and ¢ in the
case that u, v and w satisfy some specific conditions. The attack is based
on Coppersmith’s technique and improves the former attacks.

KEYWORDS: RSA variants, Coppersmith’s Technique, Lattice reduction

1 Introduction

In 1978, Rivest, Shamir and Adleman [I9] invented the RSA cryptosystem.
Nowadays, it is the most widely used public key cryptosystem and serves for
encryption and signature. The security of RSA is based on the difficulty of fac-
toring specific large integers, called RSA moduli. An RSA modulus is in the form
N = pqg where p and ¢ are large prime numbers of the same size. The public
exponent in RSA is an integer e satisfying ged(e, (p — 1)(¢ — 1)) = 1 while the
private exponent is the integer d satisfying ed =1 (mod (p—1)(¢—1)). Since its
invention, the RSA cryptosystem has been intensively studied for vulnerabilities.
Many attacks on RSA exploit the RSA key equation ed — k(p — 1)(¢ — 1) = 1.
A few attacks are based on the continued fraction algorithm such as Wiener’s
attack [22] and most of the attacks are based on lattice reduction techniques,
introduced by Coppersmith [8] (see [BI2II0I5]). Combining both techniques,
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Blomer and May [I] presented an attack using the generalized key equation
er+y = k(p—1)(¢ — 1) for suitably small integers =, k and y.

Many variants of RSA have been proposed for improving the security or
reducing the encryption or the decryption time (see [42TT8]). The variants of
RSA in [20/I3I9/7] make use of a public exponent e and a private exponent d
satisfying the equation

ed—k(p®—1)(¢*—1) =1 (1)

In [5], Bunder et al. proposed an attack on these variants by using the continued
fraction algorithm approach. Setting e = N”, they showed that one can solve
the equation [1| and find the prime factors p and ¢ if d = N° and § < %(3 - 0).
This was recently improved to § < 2 — /8 by Peng et al. [I7] and by Zheng et
al. [23] by using lattice reduction techniques and Coppersmith’s method.

In this paper we consider the generalized equation

euf(pzfl) (qul)v:w. (2)
This equation can be transformed into the modular equation
v(p+¢)? = (N+1)*v—w=0 (mod e). (3)

We set e = NP, uw = N% w = N7 and using lattice reduction techniques and
Coppermith’s method, we show that one can solve the equation and find the
prime factors p and ¢ under the condition

7 2
§<§—7—§\/1+3ﬁ—3’y—5, (4)

where € is a small positive constant. Observe that the key equation is a
special case of the equation where w = 1 and v = 0. In this special case, the
condition becomes

2
5<§—§\/1+35—s,

which is slightly worst than the condition § < 2 — /B derived by the method of
Peng et al. [I7]. Apart this special case, our method supersedes the method of
Peng et al. since their method works only for w = 1 while our method works for
any w = N” under the condition ().

In [6], Bunder et al. studied the equation using a combination of the
continued fraction algorithm and Coppersmith’s method. They showed that this
equation can be solved whenever

w < 2N —4V/2N%  and |lw| < (p— q)N%v.
The first condition implies the following one

3-p
5<T,
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which is worst than our condition with v = 0. As a consequence, our new method
can be seen as an extension of the method of Bunder et al. [6].

The rest of the paper is organized as follows. In Section 2, we briefly describe
the RSA variants that use exponents satisfying ed = 1 (mod (p* — 1) (¢* — 1)).
We also recall some facts on Coppersmith’s method and lattice basis reduction.
In Section 3, we present our attack. In section 4, we present a comparison with
existing attacks. We conclude the paper in Section 5.

2 Preliminaries

In this section, we briefly present some variants of the RSA cryptosystem that
use the key equation ed = 1 (mod (p2 — 1) (q2 — 1)) We also present Copper-
smith’s method and lattice basis reduction.

2.1 LUC cryptosystem

LUC cryptosystem, introduced by Smith and Lennon [20] in 1993 is based on
Lucas functions. A related cryptosystem was propose by Castagnos [7] in 2007.
Both cryptosystems use an RSA modulus N = pgq, a public exponent e, and a
private exponent satisfying a key equation ed — k (p2 — 1) (q2 — 1) = 1 which
can be generalized by the equation eu — (p2 - 1) (q2 — 1) v = w.

2.2 RSA type schemes based on singular cubic curves

In 1995, Kuwakado, Koyama, and Tsuruoka [I3] proposed a new cryptosystem
based on the singular cubic with equation

y? =23+ bz? mod N.

where N = pq is an RSA modulus. In this cryptosystem, the encryption and the
decryption keys satisfy an equation of the form ed — k (p? — 1) (¢* —1) = 1. A
generalization of this equation is eu — (p2 — 1) (q2 - 1) v =w.

2.3 RSA with Gaussian primes

A variant of RSA was introduced in 2002 by Elkamchouchi, Elshenawy and
Shaban [9]. It is an extension of the RSA cryptosystem to the domain of Guassian
integers. Gaussian integers are complex number of the form z = a + bi where a
and b are integers and i> = —1. The norm of a Gaussian integer is |a + bi| =
va? 4+ b%. In the RSA variant with Gaussian integers, the modulus is N = PQ,
a product of two Gaussian integer primes P and () and the public and private
exponents satisfy ed — k (|P|2 - 1) (|Q|2 - 1) =1.If P=pand Q = q are
integer primes, then ed — k (p2 — 1) (q2 — 1) = 1. This can be generalized as
eu — (p2—1) (q2—1)v:w.
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2.4 Coppersmith’s method

In 1996, Coppersmith [§] proposed two methods related to finding small modular
roots of univariate polynomials and small integer roots of bivariate polynomials.
Since then, many techniques have been proposed for more variables (see [16]).
Let
Wy 2) = 3 angaaty 2 € Ly, ),
3,5,k
be a polynomial with w monomials. Its Euclidean norm is

h(z,y,2)l = |3 a2
0,5,k

The following result was proposed by Howgrave-Graham [I1] to find the small
modular roots of a polynomial.

Theorem 1. Let e be a positive integer and h(z,y, z) € Z[x,y, z] be a polyno-
mial with at most w monomials. Suppose that

em

Vw
where |zo| < X, |yo| < Y, |z0] < Z. Then h(zo,y0,20) = 0 holds over the
integers.

|h(xX,yY, 22)| < and h(xo,y0,20) =0 (mod e™),

Coppersmith’s method enables to find several polynomials that can be used in
Howgrave-Graham’s Theorem [I] This is possible by applying a lattice reduction
technique such as the LLL algorithm [14] to a lattice with a given basis. In
general, the LLL algorithm produces a reduced basis with relatively small norms
such as in the following result (see [15]).

Theorem 2 (LLL). Let £ be a lattice spanned by a basis (u1,...,uy). Then
the LLL algorithm outputs a new basis (b, ...,b,) satisfying

w(w—1)
Ibr]l < ... < |Ib]| € 27@+=0 det(L)mF, i=1,...,w—1,
where det(L) is the determinant of the lattice.

We assume that if hi,ho, hy € Z[z,y,z] are three polynomials produced by
Coppersmith’s method, then the ideal generated by the polynomial equations
hi(z,y,2z) = 0, ho(x,y,2) = 0, hg(x,y,z) = 0 has dimension zero. Then, a
system of polynomials sharing the root can be solved by using Grobner basis
computation or resultant techniques.

3 The attack

Theorem 3. Let N = pq be an RSA modulus and e = NP be a public exponent.
Suppose that e satisfies the equation eu — (p2 — 1) (q2 — 1) v =w with u < N?
and |w| < N7. If

7 2
< - —v—=/14+38—3y—¢,
<3 ~ 3\/ + 38 vy —€
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then one can factor N in polynomial time.

Proof. Let N = pg be an RSA modulus. Let e be a public exponent satisfying
eu — (p2 - 1) (q2 - 1) v = w with |w| < eu. Suppose that e = N%, v < N° and
|w] < N7. Then
eu — w eu + |w _
v= < < aNPHI-2
P -1(@-1)  (P*-1(*-1)

where we used (p? —1) (¢* — 1) &~ N2. It follows that the solution (u,v,w) of
the equation eu — (p2 — 1) (q2 — 1) v = w satisfies u < N%, v < 2NP+t9-2 and
|w| < N7. We set

X =2NPH-2y —3N7 Z=N". (5)

This means that the solution (u,v,w) satisfies v < N°, v < X and |w| < Z.
Moreover, since p and g are of the same size, then we have p 4+ g < 3N2 =Y.
Transforming the equation eu — (p2 - 1) (q2 — 1) v = w, we get a modular
one, namely —v (N +1)? — (p+¢)?) —w = 0 (mod e). This can be rewritten
as
v(p+¢)? = (N+1)*>v—w=0 (mod e).

Consider the polynomial
f(mvyv Z) = ZL’y2 +a1x + 2,

where a; = —(N + 1)2. Then (z,y, z) = (v,p + ¢, —w) is a solution of the poly-
nomial modular equation f(x,y,z) =0 (mod e). To find the small solutions of
the equation f(z,y,z) =0 (mod e), we apply Coppersmith’s method combined
with the extended strategy of Jochemsz and May [12] for finding small modular
roots.

Let m and t be positive integers to be specified later. For 0 < k < m, define the
set

U {ahry?2tizis | phig2i2,0 ig 3 monomial of ™ (x,y, 2)
0<j<t

xil y2i2 Z’ig

;— is a monomial of fmkL
(zy?)

and

A straightforward calculation shows that f™(x,y,z) is
m y7 Z Z < ) ( ) ’Ll l2$i1y2i22m_i1.
ll_O 12 = =0
Hence, 2%19%22% is a monomial of f™(z,y, z) if

ile,...,m, iQZO,...,i1, i3:m—i1.
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Similarly, 2/19%"22% is a monomial of f™~*(z,y, z) if
z'1=0,...,m—k;, iQZO,...,il, i3:m—k—i1.

From this, we deduce that for 0 < k < m, if 9y%*22% is a monomial of

m y'lyzizz'is . . m—k .
f™(x,y, 2), then T sa monomial of f (x,y,2) if
i1:/<;,...,m, igzk,...,il, i3:m—i1.

This leads to a characterization of the set M. For 0 < k < m, we obtain
gy e Myifio =k,...,m, io =2k, ..., 21 +t, i =m — i;.
Replacing k by k + 1, we get

xiryt22t € My if
i1:k+1,...,m, 22:2k+2,,211+t, ’ig:m—il.

For 0 < k < m, define the polynomials

! yiz 23
(zy?)*

Since for ¢t > 1, we have

gk,il,ig,ig (I’ Y, Z) = (SC, Y, y)kemik Wlth xilyiQ'ZiS € Mk\Mk+1-

x“yi2zi3€Mk\Mk+1
ifiy =k,...,m, io =2k, 2k + 1, i3 = m — iy,
orip =k, io =2k+2,...,2i1 +1, i3 =m — iy,

then the polynomials gx i, i,,i5 (%, ¥, 2) reduce to the polynomials Gy, i, i, i5 (%, ¥, 2)
and Hy i, 4,5 (T, y, 2) where

Gk,il,ig,ig (557972) = xil_kyi2_2kzi3f(w7ya Z)kem_k7

for k=0,...m, i1=Fk,....m, io =2k, 2k+ 1, i3 =m — i1,
Hk,il,ig,i:; (if,y,Z) = yi2_2kzi3f(x7ya Z)kem_k
for k:O,...m, il :k, i2 :2k+2,,211 +t, igszil.

b

Observe that for the target solution (x,y,2) = (v,p + ¢, —w), the former poly-
nomials satisfy

Gkai17i27i3 (m,y, Z) = Hiiy yig s (a:,y, Z) =0 (mOd em).
Let £ denote the lattice spanned by the coefficient vectors of the polynomials

Gy in,is (@ X, yY, 2Z) and Hy, 4, 4,45 (X, yY, 2Z) where X, Y and Z are positive
integers to be defined later. The ordering of rows is such that any polynomial
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Gy in,is (@ X, yY, 2Z) is prior to any polynomial Hy, ;, i, i, (xX,yY, 2Z). Inside
each type of polynomial, the ordering of the tuples (k, 1,12, 43) follows rule

k<K,

k=Fk 11 < #

(ki1 ia,i3) < (K iy, ib,45) if ’ !

T P M k=K =i <,

k= k‘/,ﬁ = ill,ig = ’L'/2,7;3 < ’Lé

Similarly, the monomials %13 2% in the columns are ordered following the rule
11 < le

;z“y“z“ < zzlyzzzzs if <41 = ill,ig < i/2a

iy =iy = il 5 < i}

This leads to a left triangular matrix. As an example, for m = 2 and t = 3, the

matrix is presented in the following triangular table where the non-zero terms
are denoted x.
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Since the matrix is triangular, then only the diagonal terms contribute to the
determinant. On the other hand, only e, X, Y and Z contribute to the determi-
nant and we get the form

det(L) = e XX Y™ 77, (6)

Using the construction of the polynomials Gy, i, i,.i5 (%, Y, 2) and Hy 4, 4,4, (2, Y, 2),
the exponents n., nx, ny, nz, and the dimension w of the lattice are as follows

m m 2k+1 m—iq m k 211+t m—iy
ne=3.> 2 2 m=b+> > > > (m-k
k=01i,=k io=2k i3=m—11 k=01i1=Fk io=2k+2i3=m—11

WMS m\r—\

m(m + 1)(4m + 3t 4+ 5),

m  2k+1 m—1q 211+t m—iq
n=YY Y T aery Y Y
=011=k is=2k i3=m—11 k=01i1=Fk io=2k+2 iz3=m—11
:ém(m+l)(4m+3t+5)7
m m 2k+1 m—iq 211+t m—iq
SS9 S5 S SRS 3 S D O .
=01,=k is=2k i3=m—11 k=01i1=Fk io=2k+2 iz3=m—11
:é(m-i-l) (4m® + 6mt + 3t* + 5m + 3t) ,
m m 2k+1 m—iq 211+t m—iq
=YYy Yayy v Y
k=01i,=k io=2k i3=m—11 k=011=k i2=2k+2i3=m—11
:é (m+1)2m+3t+1).

m m 2k+1 m—iq m k 241+t m—iq

e33O DML IDIED DI DI

k=01i,=k io=2k i3=m—11 k=011=k io=2k+2i3=m—11
m+1)(m+t+1).

—~

For t = 7m and sufficiently large m, we can approximate the exponents n., nx,
ny, nz by their leading term and get

1
Ne = 6(37’ + 4)ym® + o(m?),
1
nx = 6(37’ +4)m? + o(m?),
1
ny = 6(37'2 + 67 +4)m> 4 o(m?), (®)

1
ny = 6(37’ +2)m® + o(m?),
w= (1 +1)m? + o(m?).
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Applying the LLL algorithm to the lattice £, we get a reduced basis where the
three first vectors h;(Xz, Yy, Zz),i = 1,2, 3 satisfy the conditions ||hi (X, Yy, Zz)| <
[ha(X, Yy, Z2)|| < [|hs(Xa, Yy, Z2)|, and

1

ha(Xz, Yy, Z2)|| < 256=2 det(L)72.

For comparison, Theorem [I] can be applied if

m

|hs(Xa, Yy, Z2)|| < \%

To this end, we set
m

Nk

w(w—1) 1
25 det(L)75E <

or equivalently
_ w(w=1)

g 2lez)
det(L) < %em(wd).

Vw)
Hence, using @, we get,

_ w(w=1)
4

where the right side term is a small constant depending only on e and m. Plug-
ging the values of ne, nx, ny, nz and w from as well as the values e = N7,
X =2NP+9-2 Y = 3N2%, Z = N7 in each term of @, we get

ene—manX Yny znz < 2m7 (9)

where €1, €5 and €3 are small positive constants depending on m, and N. It
follows that the inequality @ can be rewritten in terms of the exponents as

(—;T—;>ﬁ+(;7'+§> (B+6-2)

1/1, 2 1 1 —2PBm —e3 — €1 — &9
+2(27 +T+3)+(2T+3>7< 3 .
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Setting W = —&4 and rearranging, we get
3724 6(5+7— )T+ 46+ 85 + 4y — 12 < —12¢4. (10)

The left side of is optimal for 79 =1 — § — 7. Plugging 79 in , we get
—36% 4 (14 — 67)6 — 7> + 4B + 10y — 15 < —12¢4.

This inequality is valid if

2
6<Z—'y—§\/1+35—3'y—5, (11)

3

where ¢ is a small positive constant depending on m and N. This terminates the
proof. a

4 Comparison with existing results

In [6], Bunder et al. combined the continued fraction algorithm and Copper-
smith’s method to study the equation eu — (p2 — 1) (q2 — 1) v = w. They showed
that it is possible to solve it if

w < 2N —4V/2N%  and |lw| < (pfq)N%v.

In terms of e = N® u = N°® and |w| = N7, the first condition implies the
following one
3-8
o< —.
< 2
For v = 0, that is w = 1, the bound of Theorem [3| becomes

2
5<§f§\/1+3576.

Neglecting the € term, the difference between the former bound and the bound

of [6] is
7T 2 3— 5 b 2

A straightforward calculation shows that §; > 0. This shows that the bound of
Theorem (3| is better than the bound of [6].

In [I7], Peng et al. proposed a lattice based method to solve the equation
ed—k (p? — 1) (¢* — 1) = 1 under the condition § < 2—+/B and 3 > 1. This is a
special case of the general equation eu — (p* — 1) (¢ — 1) v = w. In this special
case, we have w = N7 =1 and v = 0, and the difference between the bound of
Theorem |3 and the bound of [17] is

7T 2 2 1
b =2—/B— <33\/1+3B> :5\/1+3 —gf\/@
Again, a straightforward calculation shows that do > 0. This means that the
condition of Theorem (3| is not better than Peng al.’s bound. Nevertheless, our
method is more general and can solve a variety of equations with w # 1.
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Conclusion

In this paper, we have studied the equation eu — (p2 — 1) (q2 — 1) v = w which is
a generalization of the equation ed — k (p2 — 1) (q2 — 1) = 1. The latter equation
is the key equation of some variants of the RSA cryptosystem with modulus
N = pq, public exponent e and private key d. We have showed that, under some
conditions, it is possible to solve the equation eu — (p? — 1) (¢* — 1) v = w and
break the cryptosystem. The attack is based on applying Coppersmith’s method
to a multivariate modular equation and can be seen as an extension of former
attacks on such cryptosystems.
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